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Do you recognize
this man?
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Presentation Notes
I open with this because it teaches them something unexpected. 


Ken Thompson

Co-Creator of
UNIX and C

NAE Inductee: 1980
Turing Award: 1983
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And backdoored UNIX




How to engineer secure and

;\\\prlvacy respectful systems?



Presenter
Presentation Notes
How do we engineer systems that are both secure and respectful of user privacy? Our societal dependence on computers makes this question extremely relevant, but also nuanced.  Perhaps surprisingly, we know how to engineer highly secure, privacy-respecting systems.  First, an engineer rigorously states the security and privacy goals of the system. For example, typical goals include the confidentiality of system data, and the systems’ integrity and availability. 



We know how to engineer highly secure
systems.

1. Rigorously define an adversary model
2. Formally state the security property
3. Mathematically prove safe

Engineering enough security within
constraints is the hard part:

1. Performance
2. Time
3. Money



Talk 1: Bryan Payne, Netflix
Security at Different Layers of Abstractions:
Application, Operating Systems, and Hardware

Defining the system and
~ security requirements
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Talk 2: Franziska Roesner, UW
Computer Security and Privacy Where
Human Factors Meet Engineering

-
\ Include the user and

App their privacy
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Talk 3: Kevin Fu, Univ. of Michigan
Interdisciplinary Security: Medical Devices

User
App
OS
Implantable
Defibrillator
Hardware

Image: http://mms.businesswire.com/bwapps/mediaserver/ViewMedia?mgid=323480&vid=4



Talk 4: Tomas Vagoun, NITRD
Challenges of Engineering Cybersecurity:
A Government Perspective

What is the government betting
your tax money on?
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