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Motivation 

NSF I-UCRC on Intelligent Maintenance Sys. 
Planning Workshop at the University of Texas 

17 FAULT ISOLATION VIA DISTRIBUTED 
ANOMALY DETECTION 
 
 
 

ADA4 

AD3 

AD2 AD11 

Charge 

Air 

Cooler 

EGR 

Valve 

VNT-

Turbine 

EGR 

Cooler 

TCAC 

α 

Intake 

Manifold 

Pm 

Exhaust 

Manifold 

λ 
Neng 

Compressor 

WHFM 
Engine 

Control 

Unit  

(ECU) 

Throttle 

Valve 
Engine 

XVNT 

W
F

U
E

L
 

X
E

G
R
 

X
th
 

Neng 

AD12 

Block diagram of the mass airflow in a diesel engine provided 
by the Bosch Research Center, Pittsburgh 

AD13 

Heng, Zhang, Tan and Matthew, 2009, Rotating machinery 

prognostics: State of the art, challenges and opportunities, 

Mechanical Systems and Signal Processing, Vol. 23,pp 724-739 
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Motivating Example  

• Source of the problem in the Plasma Enhanced Chemical Vapor Deposition 

tool was in the mass flow system (MFC). 

• Highly integrated system (everything affects everything) 

• “Strange formations” observed in the chamber; Wafers had particles on them  

• After several days of hunting for the fault in the chamber, teleconference with a 

Ph.D. in quantum physics led to the source of the problem (“everybody knows 

these are Coulomb crystals”) 

• Hundreds of ruined wafers and thousands of wafers of lost production. Note 

that each patterned wafer is several thousand dollars worth. 
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J. Liu, D. Djurdjanovic, K. Marko and J. Ni, “Growing Structure Multiple 

Model System for Anomaly Detection and Fault Diagnosis”, 

Transactions of ASME, Journal of Dynamic Systems, Measurements 

and Control, Vol. 131, No. 5, pp. 051001-1 – 051001-13, 2009 
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ADmass flow 
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PECVD Process Monitoring in a Fab 

Each dot is a Front Opening Unified Pod (FOUP) of wafers 
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Explorations of Diagnostic Coverage and Computational Costs 
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d0 – Detection rate 

for grouped 

anomaly detector 

 

d1 – Detection rate 

for individual FRU 

anomaly detectors 

 CC – Computational cost per 

unit time 

 
Ci – Cost of failing to localize 

the fault per unit time 

 



Decision-Making with 

Unknown Faults 

• Leukocytes destroy anything labeled with antibodies. 

• Our “leukocytes” are very diverse (different skills), they learn and forget over time 

• Distributed system 

• Based on detecting non-self 

• Leukocytes kill anything 

labeled with antibodies 
• Anomaly detectors act as b-

cells and antibodies 

• Leukocytes act as controllers 

or humans  



Thank you! 


